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ABSTRACT. Legislatures in blue states are trying to shield patients’ medical records from being
used against them in antiabortion litigation and persecutions. The problem is, as medical records
increasingly follow the patient, those records are likely to end up in the hands of actors who are
not subject to safe-haven laws and who can easily be required to hand over the records to law
enforcement or private litigants. Legislatures, policymakers, and private actors should all take
steps to close the loopholes that allow this.

INTRODUCTION

There is a serious gap in blue states’ efforts to create abortion “safe havens”
for the post-Roe world. Medical care procured outside a patient’s home state in-
creasingly leaves a digital trail that will easily make its way back to the patient’s
domicile. In the context of abortion—and other controversial forms of
healthcare, like gender-affirming treatments — this means that cutting-edge leg-
islative protections for medical records fall short.

In advance of the anticipated fall of Roe v. Wade,' some state legislatures be-
gan to bar in-state medical providers from directly handing over abortion rec-
ords for use in out-of-state lawsuits or prosecutions in an effort to protect abor-
tion seekers and providers.? After the Supreme Court’s decision in Dobbs v.
Jackson Women’s Health Organization,® more states are joining the fray.* But these

1. 410 U.S. 113 (1973).

2. See, e.g., Reproductive Freedom Defense Act, Pub. Act No. 22-19, 2022 Conn. Acts (Reg.
Sess.); B. 24-0808, Council Period 24 (D.C. 2022); see also infra Part I (discussing state legis-
latures’ actions).

3. 142 S. Ct. 2228 (2022).

4. See, e.g., Actof July 1, 2022, ch. 50, 2022 N.]. Laws (prohibiting extraditions related to abortion
prosecution).
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laws fail to recognize two important things. First, medical records are increas-
ingly “interoperable,” which means they are stored in forms that make it logisti-
cally easy to exchange them across different technological systems and providers.
Second, newly on the books are important federal regulations that aim to im-
prove and promote the seamless flow of medical records. Because of these two
changes, patient records are now widely shared across state lines in the ordinary
course of business—and nothing will protect those records from use by antia-
bortion actors once they are in the hands of out-of-state providers. The result is
aloophole that risks swallowing the protection that these new state laws attempt
to offer.

For example, say a patient from Louisiana travels to a Connecticut medical
practice for abortion services. Under current state law, if the Connecticut practice
shares records of the patient’s abortion at their facility with a doctor in the pa-
tient’s home state — even if the patient objects to such sharing or the Connecticut
practice knows that those abortion records would likely be used to prosecute the
patient in Louisiana — that would not violate any privacy law. On the other hand,
a doctor who withheld such abortion records would likely risk violating the law.
Accordingly, lawmakers must act now to address this “interoperability trap.” In-
dependent of such legislative efforts, clinics and providers who care about pa-
tient privacy and autonomy would be well advised to adopt internal policies that
go well beyond what is legally required to help protect their patients’ abortion
records from disclosure.

Beginning with Justice Amy Coney Barrett’s appointment in 2020, observers
on both sides of the abortion question anticipated a major change in the Supreme
Court’s treatment of the subject.® The result was a federalism arms race on abor-
tion that has only accelerated since Dobbs overturned Roe. Post-Dobbs, states are
now jockeying to prohibit or protect abortion within their borders and to define
the playing field for interstate abortions. For example, some antiabortion activ-
ists and legislators seek not only to eliminate abortions within their states, but
also to prevent residents from traveling to get abortions where they are legal and
to penalize those in other states who facilitate such out-of-state abortions.®

5. See, e.g., Sarah McCammon, A Look at Amy Coney Barrett’s Record on Abortion Rights, NPR
(Sept. 28, 2020), https://www.npr.org/2020/09/28/917827735/a-look-at-amy-coney-
barretts-record-on-abortion-rights [https://perma.cc/AQ6B-MP7A].

6. See, e.g., S.B. 603, 1015t Gen. Assemb., Reg. Sess. (Mo. 2021); see also Caroline Kitchener,
Missouri Lawmaker Seeks to Stop Residents from Obtaining Abortions Out of State, WASH. POST
(Mar. 8, 2022, 2:21 PM EST), https://www.washingtonpost.com/politics/2022/03/08/
missouri-abortion-ban-texas-supreme-court [https://perma.cc/DW7V-L3PG] (describing a


https://www.washingtonpost.com/politics/2022/03/08/missouri-abortion-ban-texas-supreme-court
https://www.washingtonpost.com/politics/2022/03/08/missouri-abortion-ban-texas-supreme-court
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While no state has yet expressly enacted such a law, they have been proposed in
state legislatures. And a few cities, declaring themselves “sanctuary cit[ies] for
the unborn,” have adopted ordinances that purport to bar residents from obtain-
ing abortions regardless of where the abortion occurs.” Antiabortion lawmakers
have also threatened litigation and legislative action against those who help fa-
cilitate interstate abortions.® In response to these dynamics, blue states—with
Connecticut leading the charge —are endeavoring to become “safe havens” for
abortion care, crafting equally broad laws that aim to shield those who obtain,
perform, or facilitate abortions within their states from being prosecuted or sued
elsewhere.” These dynamics are poised to escalate, and there is every reason to
think that more states will enter the fray.

Current protective safe-haven laws recognize that abortion records are
poised to become a politicized litigation tool, but they do not go far enough in
protecting those records.'® Connecticut’s new law, for instance, prohibits

more recent effort in Missouri to introduce similar language restricting residents from
obtaining out-of-state abortions).

7. See David S. Cohen, Greer Donley & Rachel Rebouché, The New Abortion Battleground, 123
CoLuM. L. Rev. (forthcoming 2023) (manuscript at 17-19), https://ssrn.com/
abstract=4032931 [https://perma.cc/99SK-F3WU] (describing these legislative efforts in
detail).

8. See, e.g., Letter from Rep. Mayes Middleton, Chairman, Texas Freedom Caucus, to Yvette
Ostolaza, Chair of the Mgmt. Comm., Sidley Austin LLP (July 7, 2022),
https://freedomfortexas.com/uploads/blog/3b118c262155759454€423f6600€2196709787a8.p
df [https://perma.cc/S9UF-NUL7] (threatening the law firm Sidley Austin and its individual
partners with “felony criminal prosecution and disbarment” for announcing that they would
pay for employees to leave the state to get abortions); see infra notes 29-31 and accompanying
text.

9. See, e.g., Act of June 24, 2022, ch. 42, 2022 Cal. Legis. Serv. (West); Reproductive Freedom
Defense Act, Pub. Act No. 22-19, 2022 Conn. Acts (Reg. Sess.); Act of July 29, 2022, ch. 127,
2022 Mass. Legis. Serv. (West); Act of June 13, 2022, ch. 218, 2022 N.Y. Sess. Laws (McKin-
ney); Act of June 13, 2022, ch. 219, 2022 N.Y. Sess. Laws (McKinney); Act of June 13, 2022, ch.
220, 2022 N.Y. Sess. Laws (McKinney); Act of June 13, 2022, ch. 221, 2022 N.Y. Sess. Laws
(McKinney); Act of July 1, 2022, ch. 50, 2022 N.J. Sess. Law Serv. (West); Act of July 1, 2022,
ch. 51,2022 N.J. Sess. Law Serv. (West). Other jurisdictions are working on similar bills. See,
e.g., B. 24-0808, Council Period 24 (D.C. 2022). A number of states’ governors have also taken
protective steps via executive order. See, e.g., Colo. Exec. Order 2022-032 (July 6, 2022); Me.
Exec. Order 4 (July 5, 2022); Minn. Exec. Order 22-16 (June 25, 2022); Nev. Exec. Order 2022-
08 (June 28, 2022); N.M. Exec. Order 2022-107 (June 27, 2022); R.I. Exec. Order 22-28 (July
5, 2022); Wash. Exec. Order 22-12 (June 30, 2022).

10. Though this Essay focuses on efforts to prevent medical records from being used in litigation,
the legislative focus on medical records comes from all sides and is multifaceted. For instance,
Oklahoma’s and Texas’s laws each require information related to a developing embryo’s or
fetus’s gestational age and the existence or nonexistence of a heartbeat to be entered into a
medical record. See OKLA. STAT. tit. 63, § 1-745.33(D) (2022); TEX. HEALTH & SAFETY CODE

§ 171.203(d) (2021).
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providers from handing over abortion records in response to subpoenas related
to formal legal proceedings, '’ but it misses a crucial piece of the puzzle: medical
records are widely shared across state lines to facilitate patient care. This kind of
sharing is permitted without patient consent under the Health Insurance Porta-
bility and Accountability Act of 1996 (HIPAA) —which, notwithstanding its rep-
utation as a source of privacy protection, is, in actuality, primarily structured to
promote the “portability” of medical information among medical providers,
payors, and other healthcare-related entities.'* Even more importantly, new
health laws go beyond HIPAA’s permissive approach to medical-records sharing.
Indeed, records sharing is increasingly required by federal law thanks to new,
deep-in-the-weeds rules intended to further promote interoperability and dis-
suade so-called “information blocking.”"®

This effectively means that when a patient who has had an out-of-state abor-
tion receives any subsequent medical care —abortion-related or not—in her state
of residence, the odds are high that her home-state providers will access and in-
corporate her entire medical record into their own records. And in the likely
event the home-state provider is not covered by a law like Connecticut’s, her rec-
ords will be easily obtained in litigation. The result would be exactly what safe-
haven legislators seek to prevent: slam-dunk evidence that could be used in out-
of-state litigation to punish abortions.

To put the problem more crisply: imagine that Jane Doe, a resident of Mis-
souri, gets an abortion in Connecticut. She then returns home to Missouri,
where, under a pending bill, it would be

unlawful for any person to perform or induce, or to attempt to perform
or induce, an abortion on a resident or citizen of Missouri, or to aid or
abet, or attempt to aid or abet, an abortion performed or induced on a

n.  Reproductive Freedom Defense Act § 3.

12.  See Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. No. 104-
191, 110 Stat. 1936 (providing that the purpose of HIPAA is to “improve portability and con-
tinuity of health insurance coverage in the group and individual markets”).

13.  The 215t Century Cures Act, which Congress enacted in 2016, prohibits “information block-
ing” practices. 42 U.S.C. § 300jj-52(a) (2018). It authorizes significant penalties, including
fines up to $1 million per violation. Id. § 300jj-52(b)(2). The final rule implementing those
provisions was finalized in spring 2020, and significant portions went into effect in April 2021
(after pandemic-related delays). See 21st Century Cures Act: Interoperability, Information
Blocking, and the ONC Health IT Certification, 85 Fed. Reg. 25642 (May 1, 2020) (codified
at 45 C.ER. pts. 170, 171); CMS Interoperability and Patient Access Final Rule, CTRS. FOR MEDI-
CARE & MEDICAID SERVS. (delaying implementation due to COVID-19), https://
www.cms.gov/Regulations-and-Guidance/Guidance/Interoperability/index [https://perma
.cc/7TGs-FUGQ]. A broader definition of health information subject to the information-
blocking provisions went into effect on October 6, 2022. See 45 C.ER. § 171.103(b) (2022).
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resident or citizen of Missouri, regardless of where the abortion is or will
be performed.'*

Or imagine she is from Louisiana, where abortion, under recently considered
legislation, would be classified as murder.'® In either scenario, even if the new
Connecticut law would prevent Jane Doe’s Connecticut abortion providers from
giving her medical records to prosecutors or litigants in her home state, those
prosecutors or litigants could circumvent this protection by subpoenaing any
other provider with access to her abortion records.'®

Finally, while this Essay focuses primarily on abortion, its implications reach
any other area in which medical records may be weaponized in lawsuits or pros-
ecutions —including, most urgently, gender-affirming medical treatment for
children, where similar federalism battles are beginning to play out. As a few
states seek to criminalize or otherwise penalize gender-affirming care for minors,
other states are beginning to position themselves as “safe havens” for those pa-
tients and their families.'” California, for instance, recently enacted legislation
related to gender-affirming medical treatment for patients under eighteen that
closely parallels the Connecticut abortion law, including protections for medical
records related to such treatment.'® That legislation, given the interoperability
of medical records, contains the same loophole through which other future pro-
viders could pass along those records in litigation. For affected patients and their
families, the stakes could hardly be higher. If states seek to promote themselves

14. H.B. 1854 (Coleman amend.), 101st Gen. Assemb., 2d. Reg. Sess. (Mo. 2022).
15.  H.B. 813, 2022 Leg., Reg. Sess. (La. 2022).

16. In past work, I have discussed the potential problems that near-automatic records sharing
poses for the privacy, autonomy, and even medical care of all patients. See Carleen M.
Zubrzycki, Privacy from Doctors, 39 YALE L. & POL’Y REV. 526, 544-76 (2021) (cataloging and
explicating patients’ interests —including lofty autonomy and privacy interests and concrete
practical interests —in managing the medical information to which their doctors have access).
In Privacy from Doctors, I argued that the current pushes towards interoperability and the new
rules against “information blocking” practices are insufficiently attentive to these interests and
that we should preserve possibilities for meaningful patient control over medical information.
See id. at 541-44, 576-91. In particular, I discussed patients’ interests in limiting the medical
information shared with their doctors in order to strategically evade rules, including in the
context of enabling access to abortions, and argued that some “play in the joints” when it
comes to how records are shared can actually further optimal care. See id. at §70-74. But my
overall focus was largely on subtler dynamics of human relationships in the medical context
as well as risks of discrimination. See id. at 590-92. The stakes of the coming federalism wars
over abortion are much starker.

17. E.g.,H.F. 4874, 92d Leg., Reg. Sess. (Minn. 2022); B. 24-0808, Council Period 24 (D.C. 2022);
A. 10138, 204th Leg., Reg. Sess. (N.Y. 2022).

18.  Act of Sept. 29, 2022, ch. 810, 2022 Cal. Legis. Serv. (West).
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as safe havens that will protect medical records, that protection must be more
than illusory.

The Essay proceeds as follows. Part I provides an overview of the emerging
wild west of legislation regarding interstate abortion litigation, in which some
jurisdictions seek to prohibit abortion even outside their borders while others
seek to protect it within their own. It also provides a brief overview of similar
efforts with regard to gender-affirming care. Part II lays out the gap in these ef-
forts: the “interoperability trap.” It describes states’ efforts to protect medical
records, then explains why those efforts are insufficient in light of the move to-
ward records that follow the patient. It also explains why other sources of poten-
tial protection —namely HIPAA and the Fourth Amendment—do not solve the
problem. Finally, Part IIT delves into potential solutions, including steps that
states, federal regulators, and private entities could take to better protect records
for contested procedures without unduly burdening patient care.

l. THE COMING HEALTHCARE FEDERALISM WARS

The interjurisdictional abortion wars are here. Once the Supreme Court
eliminated constitutional protections for abortion,'” many previously permitted
abortions were immediately rendered illegal in three states.?® Although other
similar state laws have since gone into effect,*' the landscape is anything but

19. Dobbs v. Jackson Women’s Health Org., 142 S. Ct. 2228, 2284 (2022).

20. In anticipation of the Court’s decision, Kentucky, Louisiana, and South Dakota enacted stat-
utes that would immediately render abortion illegal as soon as the Court overturned Roe. KY.
REV. STAT. ANN. § 311.772 (West 2019); S.B. 342, 2022 Leg., Reg. Sess. (La. 2022) (enacted);
S.D. CODIFIED LAWS § 22-17-5.1 (2005).

21.  Laws in some states were given effect by certification of certain state officials. See, e.g., ARK.
CODE ANN. § 5-61-304 (West 2019); Miss. CODE ANN. § 41-41-45 (West 2007); MO. ANN.
STAT. § 188.017 (West 2019); UTAH CODE ANN. § 76-7a-201 (West 2022). Other states enacted
laws that would automatically go into effect thirty days after the Court handed down its
judgment overruling Roe v. Wade. See IDAHO CODE ANN. § 18-622 (West 2020); TENN. CODE
ANN. § 39-15-213 (West 2019); TEX. HEALTH & SAFETY CODE ANN. § 170A.002 (West 2021).
Wyoming’s law took effect five days after the governor certified the Court’s decision in Dobbs
on July 22, 2022. See WYO. STAT. ANN. § 35-6-102 (West 2022); Mead Gruber, Wyoming
Abortion Ban Expected to Take Effect in Coming Days, AP NEws (July 22, 2022),
https://apnews.com/article/abortion-us-supreme-court-health-government-and-politics-
legislature-faacg466e751f1e10864dfd63f65¢7f3  [https://perma.cc/LW9Z-EPCC].  North
Dakota’s law makes abortion illegal thirty days after the attorney general certifies the issuance
of a Supreme Court judgment giving states the authority to prohibit abortion. See N.D. CENT.
CODE ANN. § 12.1-31-12 (West 2019). Though the North Dakota attorney general certified the
ruling on June 28, 2022, a state judge issued a temporary restraining order against the
certification because the attorney general improperly began the thirty-day countdown before
the Supreme Court issued its judgment. Dave Kolpack, Judge Puts North Dakota Abortion
Trigger Law on Hold, PBS News HoUR (July 27, 2022, 7:33 PM EDT),
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certain for those who seek abortions.** The predictable result is that those who
are pregnant will increasingly seek abortions across jurisdictional boundaries —
and indeed, this is already happening.* Just as predictably, some states will try
to prohibit their residents from obtaining out-of-state abortions. Those who
seek or provide abortions are likely to be subject to an ever-changing sea of rules
intended to persecute or protect them.

A brief overview of this federalism arms race is in order. To start, some states
are already seeking to impose liability on out-of-state actors who help with abor-
tions. On the civil side, statutes that do not expressly address extraterritorial
abortions could nevertheless sweep broadly. For instance, the “Texas Heartbeat
Act” (commonly referred to as S.B. 8), a civil statutory scheme that deputizes
private citizens to sue those who seek abortions, extends liability to those who
“aid[] or abet[]” an abortion after the fetal heartbeat is detected or intend to do
s0.2* Oklahoma recently enacted a similar statute, under which anyone who “aids
or abets” an abortion or intends to do so, including by providing insurance re-
imbursement, can be sued.>® Though these statutes do not expressly discuss out-
of-state abortions, they purport to apply to abortions performed by any physi-
cian licensed in the state —which can include dual-licensed doctors practicing
elsewhere.?® There is, moreover, a live debate about how broadly such laws can
apply to out-of-state actors who aid in-state abortions and in contexts where
women leave their home states to seek an abortion.?”

https://www.pbs.org/newshour/politics /judge-puts-on-hold-north-dakota-trigger-law-
banning-abortion [https://perma.cc/S2HV-T9ZT].

22. Judges in some states issued injunctions against the enforcement of laws banning abortion.
See, e.g., Access Indep. Health Servs., Inc. v. Wrigley, No. 08-2022-cv-1608 (N.D. Dist. Ct.
Aug. 25, 2022), https://aboutblaw.com/4E3 [https://perma.cc/S4C2-H5KC] (North
Dakota); Planned Parenthood Ass’n of Utah v. State, No. 220903886 (Utah Dist. Ct. July 19,
2022) (Utah); Johnson v. State, No. 18732 (Wyo. Dist. Ct. Aug. 10, 2022),
https://www.chelseasfund.org/assets/files/2022-08-10_injunction.pdf  [https://perma.cc/
NDY5-HLHD] (Wyoming). Other states are working on enforcing pre-Roe laws. See W. VA.
CODE ANN. § 61-2-8 (West 2022) (enacted 1882); TEX. REV. CIv. STAT. ANN. art. 4512.1 (West
2021) (enacted 1925); WIS. STAT. ANN. § 940.04 (West 2022) (enacted 1894); ARIZ. REV.
STAT. ANN. § 13-3603 (2022) (enacted 1901).

23. Deena Zaru, They Traveled Across State Lines to Get Abortions. Now They Fear a Post-Roe World,
ABC NEws (May 8, 2022, 11:15 AM), https://abcnews.go.com/US/traveled-state-lines-
abortions-now-fear-post-roe/story?id=84490133 [https://perma.cc/2LUV-2X8G].

24. TEX. HEALTH & SAFETY CODE § 171.208(a) (1) (2021).
25.  OKLA. STAT. tit. 63, § 1-745.39(A)(2) (2022).

26. See TEX. HEALTH & SAFETY CODE § 171.201(4) (2021) (defining “physician” to include individ-
uals licensed in the state); id. § 171.203(b) (prohibiting physicians from performing abortions
after fetal heartbeat is detected); OKLA. STAT. tit. 63, §§ 1-745.32(4), -34(A) (2022) (similar).

27.  See Cohen et al., supra note 7 (manuscript at 17-40).
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Additionally, there is good reason to think that the near future will see more
express efforts to prevent pregnant people from traveling to states where abor-
tion is legal. Missouri, for instance, recently considered a bill that would ex-
pressly impose civil liability on anyone who helps a Missouri resident travel out
of state to get an abortion.?® A legislative caucus in the Texas House of Repre-
sentatives accused the law firm Sidley Austin and its partners as individuals with
felony criminal liability for paying for employees’ abortion-related travel costs.>
Criminal prohibitions on abortions, the caucus argued, also included drug-in-
duced abortions if “any part of the drug regimen is ingested in Texas, even if the
drugs were dispensed by an out-of-state abortionist.”*° In the same letter, they
announced plans to impose an array of additional civil and criminal sanctions on
firms that pay for abortions or abortion travel, including, for instance, introduc-
ing a provision requiring disbarment of lawyers who fund abortions, and an-
other that “will allow private citizens to sue anyone who pays for an elective
abortion performed on a Texas resident.”*' More broadly, some conservative le-
gal organizations are drafting model legislation designed to prohibit cross-state
abortions, and lawmakers in an array of states have expressed interest in intro-
ducing such laws.>?

Criminalization is also on the horizon. The law regarding a state’s ability to
prosecute out-of-state criminal conduct is surprisingly unsettled.** The bottom
line, however, is that there will be serious efforts to criminalize abortion, aiding
or abetting in obtaining or providing an abortion, and traveling out of state to
get an abortion.** Furthermore, there is sufficient ambiguity in the legality of
such efforts for states to at least attempt to undertake prosecutions of residents
who travel to get abortions, either under laws prohibiting abortion generally or
under laws expressly addressing interstate travel.** While there are serious argu-
ments that these interstate prosecutions would pose constitutional or jurisdic-
tional problems —indeed, the Supreme Court has suggested as much, albeit in

28.  See sources cited supra note 6.

29. Letter from Letter from Rep. Mayes Middleton to Yvette Ostolaza, supra note 8.
30. Id.

n Id

32. See Caroline Kitchener & Devlin Barrett, Antiabortion Lawmakers Want to Block Patients from
Crossing State Lines, WASH. POsT (June 30, 2022, 8:30 AM EDT), https://www.
washingtonpost.com/politics/2022/06/29 /abortion-state-lines ~ [https://perma.cc/YCsV-
BTLL].

33. See Cohen et al., supra note 7 (manuscript at 23-33).
34. Seeid.
35.  Seeid. (manuscript at 28-29).
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dicta and while Roe was still on the books*®—such arguments are by no means
ironclad or settled.

The limitations, if any, on states’ ability to regulate with respect to these is-
sues across jurisdictional boundaries remain largely uncharted. Although Justice
Kavanaugh suggested in his Dobbs concurrence that the “right to interstate
travel” would cabin states’ ability to prohibit women from seeking out-of-state
abortions,?” that is far from a foregone conclusion. Neither the other four Jus-
tices who joined the majority opinion nor Chief Justice Roberts suggested the
same, and the Constitution does not expressly identify the right to interstate
travel.>® Moreover, the scope of the “right to travel” is far from well defined, even
outside the abortion context.** And a number of potential interstate issues — like
efforts to penalizing out-of-state providers or insurers — do not obviously impli-
cate the right to travel in the first place.

In response, other states are positioning themselves as safe havens for those
seeking abortions. Even before Dobbs, sixteen states and the District of Columbia
had codified the right to an abortion,*’ thereby protecting abortion in the (now
realized) event that Roe should be limited or overruled. Now, states are taking
further steps to protect those who enter their borders to receive abortions, as well
as providers who treat such patients. For example, in May 2022, Connecticut en-
acted a new law that allows for a private right of action when a judgment is “en-
tered against such person . . . where liability, in whole or in part, is based on” an
abortion that would be lawful in Connecticut.*! In other words, if someone sues
an individual for aiding an abortion, that individual can countersue to recover

36. See Bigelow v. Virginia, 421 U.S. 809, 824 (1975) (noting that Virginia could not “prevent its
residents from traveling to New York to obtain [abortion] services or, as the State conceded,
prosecute them from going there” (citation omitted)).

37. Dobbs v. Jackson Women’s Health Org., 142 S. Ct. 2228, 2309 (2022) (Kavanaugh, J., concur-
ring).

38. See Saenz v. Roe, 526 U.S. 489, 501 (1999) (“For the purposes of this case, therefore, we need
not identify the source of [the right to interstate travel] in the text of the Constitution. The
right of ‘free ingress and regress to and from’ neighboring States . . . may simply have been
‘conceived from the beginning to be a necessary concomitant of the stronger Union the Con-

stitution created.” (quoting United States v. Guest, 383 U.S. 745, 758 (1966)) (citation omit-
ted)).

39. See, e.g., Noah Smith-Drelich, The Constitutional Right to Travel Under Quarantine, 94 S. CAL.
L. REV. 1367, 1367 (2021) (“The constitutional right to travel has long been an enigma for
courts and academics alike. Despite being widely recognized and regularly applied, relatively
little has been written about the breadth or limits of this constitutional guarantee.”).

g0. See Abortion Policy in the Absence of Roe, GUTTMACHER INST. (July. 1, 2022),
https://www.guttmacher.org/state-policy/explore/abortion-policy-absence-roe  [https://
perma.cc/JLS7-UMDW].

a. Reproductive Freedom Defense Act, Pub. Act No. 22-19, § 1(b), 2022 Conn. Acts (Reg. Sess.).

205


https://perma.cc/JLS7-UMDW
https://perma.cc/JLS7-UMDW

THE YALE LAW JOURNAL FORUM October 18, 2022

their damages. The new Connecticut law also includes liability shields and pro-
hibitions on using state resources to aid in interstate abortion litigation.** Con-
necticut’s law is now serving as a model for other jurisdictions, such as Wash-
ington, D.C.**

Other states take different approaches. For example, a recent New York bill
would provide funding to abortion providers in order to “increase access to care”
by “growing the capacity of abortion care providers to meet present and future
care needs.”** In California, a recently enacted law provides grants to provide
“practical support,” including “airfare, lodging, . . . [and] gas money . . . to help
a person access and obtain an abortion.”* Finally, a recently enacted New Jersey
law would prohibit the state from extraditing an individual if the individual’s
crime relates to the “termination of a pregnancy.”*® These states are seeking to
protect their providers as well as anyone who seeks an abortion within the state.

Similar dynamics are playing out with respect to another politically contested
form of medical care: gender-affirming care for transgender children. Several
states have either passed laws*” or introduced bills*® subjecting medical profes-
sionals to discipline for providing gender-affirming care for young people. Ad-
ditionally, more dramatic efforts to criminalize providing or facilitating gender-
affirming care for minors are ongoing. In February 2022, Texas’s governor issued
a directive to the state Department of Family and Protective Services classifying
“sex change” procedures as “child abuse under existing Texas law” and instruct-
ing the agency “to conduct a prompt and thorough investigation of any reported
instances” of gender-affirming care.*’ After a brief pause in response to an in-
junction, that directive is again being enforced.>® Alabama’s governor recently
signed a law making it a Class-C felony for any person to “engage in or cause

42. Id. § 6.

43. SeeB. 24-0808, Council Period 24 (D.C. 2022).

44. A.10148, 204th Leg., Reg. Sess. (N.Y. 2022).

45. Act of Sept. 27, 2022, ch. 566, § 2, 2022 Cal. Legis. Serv. (West).

46. Actof July 1, 2022, ch. 50, 2022 N.J. Laws.

47. Actof Mar. 30, 2022, ch. 104, 2022 Ariz. Legis. Serv. (West) (taking effect on April 1, 2023).

48. E.g., S.B. 843, 101st Gen. Assemb., 2d. Reg. Sess. (Mo. 2022); H.B. 454, 134th Gen. Assemb.,
Reg. Sess. (Ohio 2022); S. 1259, 124th Sess., Reg. Sess. (S.C. 2022).

49. Letter from Greg Abbott, Governor, State of Texas, to Jaime Masters, Comm’r, Texas Dep’t of
Fam. & Protective Servs. (Feb. 22, 2022), https://gov.texas.gov/uploads/files/press/O-
MastersJaime202202221358.pdf [https://perma.cc/F3TB-UQJK].

so. Erik Larson & Laurel Brubaker Calkins, Top Texas Court Allows Child-Abuse Probes for Parents
of Trans Kids, BLOOMBERG (May 13, 2022, 2:45 PM EDT), https://www.bloomberg.com/
news/articles/2022-05-13 /top-texas-court-lifts-injunction-on-abbott-s-gender-care-rules
[https://perma.cc/YY6Y-T5ZE].
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any [gender-affirming care] to be performed upon a minor”*' Under a similar
bill in Oklahoma, a parent or provider could be punished with life imprisonment
and a $20,000 fine.**

Unsurprisingly, in the face of these laws, some families of transgender chil-
dren intend to seek care in friendlier states.>® As with abortion, those states have
taken steps to create safe havens for transgender children, their parents, and their
doctors. The Washington, D.C., abortion bill, for instance, would provide iden-
tical protections related to gender-affirming care.>* New York’s and Minnesota’s
legislatures have recently introduced protective bills that would also prohibit the
use of subpoenas under these circumstances and would protect parental rights
lost or threatened in other states.>® The New York bill would bar local law en-
forcement from cooperating with related interstate proceedings,*® and the Min-
nesota bill would void out-of-state warrants issued based on gender-affirming
care.”” California’s legislature has also introduced a bill that would prevent local
law enforcement from arresting an “individual pursuant to an out-of-state arrest
warrant for violation of another state’s law against providing, receiving, or al-
lowing a child to receive gender-affirming health care”*® As with the abortion
bills, blue states’ approach is generally to thwart red-state efforts to penalize their
citizens for providing, facilitating, or receiving gender-affirming treatments for
children in states where that care is legal and to protect in-state providers.

The bottom line is that some states are undertaking serious efforts to shield
those who receive contested medical procedures such as abortion and gender-
affirming care that are legal within their borders from long-arm prosecution
elsewhere. As the next Part discusses, however, there is a significant gap in these

51.  ALA. CODE § 22-12E-4 (2022).

52. S.B. 676, 58th Leg., 1st Sess. (Okla. 2021).

53. See, e.g., Alisha Ebrahimji, This Texas Mom Says She’s Moving Her Family to California to Protect
Her  Transgender  Daughter, =~ CNN  (Apr. 11, 2022, 1357 PM  ET),
https://www.cnn.com/2022/02/27/us/transgender-inclusive-families-texas-trnd/index
.html [https://perma.cc/T3W3-JKBS]; Jo Yurcaba, More Texas Families with Trans Kids Plan
to Flee the State, NBC NEWS (Apr. 11, 2022, 11:53 AM EDT)), https://www.nbcnews.com/nbc-
out/out-politics-and-policy/texas-families-trans-kids-plan-flee-state-rcna23633  [https://
perma.cc/TN8X-2QEU]; Yelena Dzhanova, ‘How Long Before They Come for Us?’: Families
with Trans Kids Are Fundraising to Flee Alabama to Avoid the Brunt of Anti-Trans Laws, INSIDER
(Apr. 23, 2022, 9:25 AM), https://www.insider.com/trans-kids-families-flee-alabama-
gofundme-kay-ivy-sb184-healthcare-2022-4 [https://perma.cc/ MW9G-6Z2W].

54. B.24-0808, Council Period 24 (D.C. 2022).

55.  A. 10138, 204th Leg., Reg. Sess. (N.Y. 2022); H.F. 4874, 92d Leg., Reg. Sess. (Minn. 2022).

56. N.Y. A.10138.

57. Minn. H.E 4874.

58. Act of Sept. 29, 2022, ch. 810, 2022 Cal. Legis. Serv. (West).

207


https://www.cnn.com/2022/02/27/us/transgender-inclusive-families-texas-trnd/index.html
https://www.cnn.com/2022/02/27/us/transgender-inclusive-families-texas-trnd/index.html
https://perma.cc/TN8X-2QEU
https://perma.cc/TN8X-2QEU

THE YALE LAW JOURNAL FORUM October 18, 2022

efforts —specifically in the statutory provisions that aim to shield medical rec-
ords.

. THE INTEROPERABILITY TRAP

As one component of their efforts to create safe havens for abortion, a few
state legislatures have attempted to protect medical records from being used
against patients in litigation intended to punish obtaining or providing abor-
tions. The problem is that these efforts fail to protect records once they leave the
hands of an in-state provider. Given the current technological and regulatory
backdrops, this is an enormous oversight.

Connecticut’s safe-haven protections for abortion medical records are a no-
table example. With respect to the medical information it covers, the statute is
phrased broadly: it bars covered entities from disclosing “any communication
made to such covered entity, or any information obtained by such covered entity
from [] a patient [or their representatives] relating to reproductive health care
services . . . that are permitted under the laws of this state,” as well as “any infor-
mation obtained by personal examination of a patient relating to reproductive
health care services” without specific written consent.>® The list of covered actors
is also quite broad. In accordance with HIPAA, “covered entities” include health
plans, healthcare clearinghouses, and healthcare providers who transmit elec-
tronic health information related to transactions covered by HIPAA.®° The Con-
necticut statute is also phrased relatively broadly with respect to the proceedings
to which it applies: any “civil action or any proceeding preliminary thereto” or
“any probate, legislative or administrative proceeding.”®' These general provi-
sions plainly aim to provide broad protections for sensitive records that could be
powerful evidence against providers or patients.

Other states’ safe-haven bills and statutes similarly attempt to protect health
information with respect to abortion and/or gender-affirming care for children.
The proposed D.C. law, for instance, would prevent the District from providing
“any information . . . in furtherance of any interstate investigation or proceed-
ing” based on abortion or gender-affirming care.®> The Minnesota bill would
render a “subpoena issued in another state” unenforceable if it seeks “infor-
mation about a person or a person’s child” who received gender-affirming care

59. Reproductive Freedom Defense Act, Pub. Act No. 22-19, § 2, 2022 Conn. Acts (Reg. Sess.)
(emphasis added).

60. See id. (referring to 45 C.ER. § 160.103, which defines “covered entity” for the purposes of
HIPAA).

61. Id.
62. B.24-0808, Council Period 24 (D.C. 2022).
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locally.®® The New York bill would specifically protect documentation about
medical procedures and would prevent local law enforcement from providing
information “regarding the provision of” gender-affirming treatment performed
in the state.®* Finally, California’s safe-haven law prohibits the issuance of a sub-
poena if it “would require disclosure of [medical] information related to sensi-
tive services” and “is based on the violation of another state’s laws” about gender-
affirming healthcare for children.®

Importantly, these laws are generally limited to preventing providers and
other covered parties from directly sharing information in formal proceedings.
They offer no protection against sending records across state lines for purposes
of patient care and, therefore, do not fully protect abortion and gender-affirming
care records from being used in litigation. The reason is simple: in-state provid-
ers subject to a safe-haven law will, in the ordinary course of business as their
patients seek care in other states, share medical records with out-of-state pro-
viders® who are not subject to that law and who can therefore easily be asked to
hand over the records in litigation.®” This gap in protection is abortion’s interop-
erability trap. Under it, abortion records otherwise protected by a safe-haven law
might be easily obtained in litigation from any other state where the patient sub-
sequently receives care, abortion related or not. Needless to say, the odds that a
patient will subsequently receive care in her home state are high.

Therein lies the rub: even assuming a maximally protective interpretation of
a state law protecting abortion medical records (i.e., assuming that such a law
would be interpreted and upheld as preventing providers and other covered en-
tities from handing over the patients’ information in civil or criminal proceed-
ings), it will not reduce the flow of abortion records between and among
healthcare providers, including out-of-state providers that are not subject to an-
other’s privacy laws. In the developing medical-records ecosystem, this gap cre-
ates an enormous loophole, one which—if weaponized by antiabortion liti-
gants —would swallow the protections the legislation purports to offer.

63. H.F. 4874, 92d Leg., Reg. Sess. (Minn. 2022).

64. A.10138,204th Leg., Reg. Sess. (N.Y. 2022).

65. Act of Sept. 29, 2022, ch. 810, §§ 2.5, 3.5, 2022 Cal. Legis. Serv. (West).
66. Zubrzycki, supra note 16, at 540-41.

67. The choice-of-law questions raised by state privacy regulations are notoriously thorny and
would be analyzed under the forum state’s choice-of-law approach, but suffice to say, one
would have an uphill battle to argue that Connecticut’s privacy law would apply, for instance,
to a Louisiana hospital who handed over medical records in a lawsuit or prosecution brought
in Louisiana against a Louisiana resident, even if the medical records included details about
care that occurred in Connecticut. See generally RESTATEMENT (SECOND) OF CONELICT OF LAWS
§ 152 (AM. L. INST. 1971) (explaining choice-of-law doctrine for invasions of privacy).

209



THE YALE LAW JOURNAL FORUM October 18, 2022

A. The Regulatory Push Towards Records Sharing

This gap in legal protection poses a problem that would be important even
if interstate records sharing were relatively rare, as it was in the past. However,
the gap’s practical effect is seriously compounded by the way in which the legal
and technological ecosystem of medical records is evolving towards seamless
transfer.®® Medical records are more easily and widely shared than ever before,
and regulatory changes that went into effect in 2021 and now apply to all elec-
tronic personal health information, rather than just a narrow subset of specific
datapoints,® have significantly shifted the incentives for those with access to
medical records to begin sharing those records far more widely. In short, in many
situations, both those who operate electronic medical-records systems and pro-
viders who use them are effectively required by law to send medical records to
other treating providers.” The exceptions to this default rule —for instance, to

68. See Zubrzycki, supra note 16, at 533-41 (tracing these developments at length).

69. As of October 6, 2022, the health information covered by the Information-Blocking Rule,
which generally prohibits covered entities from engaging in practices that are “likely to inter-
fere with access, exchange, or use of electronic health information,” expanded to include all
electronic information that would ordinarily be in records protected under HIPAA. See 45
C.ER. § 171.103 (2022). The initial narrower set of covered data was intended to help with the
transition to full records sharing. See 21st Century Cures Act: Interoperability, Information
Blocking, and the ONC Health IT Certification, 85 Fed. Reg. 25642, 25792 (May 1, 2020)
(codified at 45 C.ER. pts. 170, 171) (explaining that actors would have 18 months “to gain
experience applying the [Information-Blocking Rule’s] exceptions with just the [more nar-
rowly defined electronic health information], as compared to the full scope of [electronic
health information]”).

70. 45 C.ER. § 171.103 (2022). The regulations are framed at one level removed: they are struc-
tured as a broad prohibition on having practices that impede the free flow of electronic medical
records, rather than an obligation to affirmatively share them. But if there is no applicable
exception, see id. § 171.200, and the intent requirement is met, the effect is the same as a re-
quirement, especially for health-information-technology developers, exchanges, and net-
works (i.e., those who actually manage the technology). The intent requirement is more for-
giving for providers, who can be penalized only if they know that their practice is
unreasonable and will interfere with the exchange of electronic health information. For actors
besides providers, there is neither a reasonableness requirement nor an actual knowledge re-
quirement. Compare 42 U.S.C. § 300jj-52(a) (1) (B) (i) (2018) (defining information blocking
as including practices by health-information-technology developers, exchanges, or networks
if they are likely to impede or discourage access, exchange, or use of electronic health infor-
mation if the actor knew or should have known about the likely interference); with 42 U.S.C.
§ 300jj-52(a) (1) (B) (ii) (establishing a heightened standard for healthcare providers requiring
that the provider knew that a given practice was unreasonable and likely to interfere with,
prevent, or materially discourage access).
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respect patient consent—are permissive, not mandatory,”’ and are narrowly

framed.” In practice, it is increasingly implausible that the medical records from
a patient’s abortion care would reliably remain in the hands of one particular
provider or in one state.

Policymakers have long had a goal of easy and widespread transfer of elec-
tronic medical records across healthcare practices. In 2016, as part of the 21st
Century Cures Act, Congress enacted a statutory prohibition on providers, tech-
nology developers, and other actors from “information blocking” — that is, from
engaging in practices that are “likely to interfere with, prevent, or materially dis-
courage access, exchange, or use of electronic health information.””® The law is
intended to counteract perverse incentives that healthcare providers and infor-
mation-technology companies often had to hoard patient information.” In
2020, the U.S. Department of Health and Human Services’s (HHS) Office of the
National Coordinator for Health Information Technology released the Infor-
mation-Blocking Rule, which implements that statutory directive and identifies
exceptions from the general prohibition on information blocking.”® After several
years of rulemaking and pandemic-related delays, significant portions of the reg-
ulations implementing that broad statutory edict are in effect (though enforce-
ment details are still under development).”® The takeaway is that the statute and
its implementing regulations require providers and others to share patient

71.  The effect of meeting the requirements of an exception is simply that the practice is no longer
considered to be prohibited information blocking. 45 C.ER. § 171.200 (2022). There is no
requirement that information must be withheld if the conditions for an exception are met.

72.  For example, to meet the “preventing harm” exception, a practice must—among several other
things, see generally id. § 171.201—be “no broader than necessary to substantially reduce the
risk of harm that the practice is implemented to reduce.” Id. § 171.201(b). As another example,
to meet the privacy exception, a practice must meet the conditions of at least one of four more
specific subexceptions. Id. § 171.202.

713. 42 U.S.C. § 300jj-52(a) (1).
74. For instance, health information is valuable in and of itself, and blocking its easy transfer

makes it more difficult for patients to switch providers or healthcare systems. See Zubrzycki,
supra note 16, at 536-37 (elaborating on these dynamics).

75. 21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT Cer-
tification, 85 Fed. Reg. 25642.

76. The substantive requirements of the Information-Blocking Rule are final. They have been in
effect since April 2021 and have applied to an even broader swath of health information since
October 2022. See supra note 13. The regulations establishing the precise penalties and plan
for enforcing these mandates are still under development. See Information Blocking FAQs,
ONC’s CURES ACT FINAL RULE, https://www.healthit.gov/curesrule/resources/information-
blocking-faqs [https://perma.cc/Us89-HCF3] (explaining that for health-information-tech-
nology developers and health-information networks and exchanges, there is ongoing rule-
making regarding enforcement dates, and that the Department of Health and Human Services
(HHS) will engage in future rulemaking to establish disincentives for providers).
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information seamlessly with other providers and health-information-technology
companies. While enforcement is in its infancy, so far, in the majority of claimed
violations of the Information-Blocking Rule, the claimant is a patient and the
alleged violation is by a provider.””

If you have recently been to a new doctor and discovered that the office had
access to your prior health records from an unaffiliated practice, you are likely
experiencing the results of these new developments. The problems that the in-
formation-blocking provisions are intended to address are real.”® These prob-
lems are likely to continue for some time” —indeed, some scholars have ex-
pressed skepticism that the benefits of full interoperability will ever realistically
be achieved.® However, the animating thrust of federal law is now that the easy,
fast transfer of medical records is generally mandatory. Accordingly, broader rec-
ords-sharing is only poised to escalate.®!

The Information-Blocking Rule establishes various exceptions, which per-
mit practices that impede the flow of electronic health information in some lim-
ited circumstances.®* However, these exceptions provide little solace for those
seeking to prevent the disclosure of abortion records. The best prospect for pro-
tecting abortion records under the Information-Blocking Rule is probably the
general “privacy” exception.®® Under this exception, providers are allowed to en-
act certain preconditions before sharing information, but only if they are careful
in doing so. Specifically, any precondition policy must be well-tailored and

77.  See Information Blocking: By the Numbers, HEALTHIT, https://www.healthit.gov/data/quick-
stats/information-blocking-claims-numbers [https://perma.cc/YZ4V-29YW].

78. For example, if you have encountered the alarming difficulty of reconciling medical records
from different medical systems, or archaic, obstructionist practices —say, being required to
pay a surprisingly high amount, use a fax machine, or wait months to obtain records —you
have experienced the problems that the provisions addressing information blocking were de-
signed to solve. See MEGHAN O’ROURKE, THE INVISIBLE KINGDOM: REIMAGINING CHRONIC
ILLNESS 58-60 (2022) (relaying stories of difficulties in transferring medical records, includ-
ing, for example, an incident in which the author had to make five phone calls and use a fax
machine at a copy shop a mile away to get lab reports transferred).

79. See Jordan Everson, Vaishali Patel & Julia Adler-Milstein, Information Blocking Remains Prev-
alent at the Start of 21st Century Cures Act: Results from a Survey of Health Information Exchange
Organizations, 28 J. AM. MED. INFORMATICS ASS'N 727 (2021).

80. See generally Craig Konnoth & Gabriel Scheftler, Can Electronic Health Records Be Saved?, 46
AM. J.L. & MED. 7 (2020) (discussing barriers to interoperability); id. at 9 (“Whether [regu-
lators] succeed will depend on whether they can do what previous efforts have failed to do:
change private health care organizations’ incentives so that it is in their own interest to share
health data.”).

81 See 45 C.ER. § 171.103(b) (2022) (expanding information to which the Information-Blocking
Rule applies).

82. Seeid. §§ 171.200-.303 (setting forth exceptions).
83. Id. § 171.202.
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implemented consistently.®* Furthermore, if the precondition involves patient
consent, the provider must take steps to cure any defects in a patient’s attempt
to give consent and must take care not to “improperly encourage or induce the
individual to withhold the consent” to share their records.®® Accordingly, while
a hospital could craft a consent regime that would enable patients to opt out of
information sharing for their abortion records, they face little legal incentive to
do so, and the regime would have to be carefully tailored.

Other exceptions to the Information-Blocking Rule are even less helpful.
Take, for instance, the “[p]reventing harm” exception, which establishes the pa-
rameters for when providers can hold records back in order to avoid harming a
patient or third party.®® To be covered by this exception, unless withholding the
records relates to erroneous or corrupt data, the risk of harm must be “deter-
mined on an individualized basis” by a “licensed health care professional who
has a current or prior clinician-patient relationship with the patient.”®” A hospital
system that, for example, adopts a categorical practice of declining to share the
abortion records of women whose home addresses are in other states would
probably not meet these individualized-basis requirements. Moreover, it is un-
realistic to expect individual, overburdened doctors to make a particularized as-
sessment for each patient. And even if many abortion providers would make the
effort, such an approach leaves considerable room for user error.

More importantly, all of the exceptions to the Information-Blocking Rule are
permissive, not mandatory.®® There is no legal pressure on providers to adopt

84. Id. § 171.202(b)(1).
8. Id. §171.202(b)(2).

86. Id. §171.201. The rule requires both that the actor “must hold a reasonable belief that the
practice will substantially reduce a risk of harm to a patient,” and the practice must be “no
broader than necessary” to reduce the risk of that harm. Id. § 171.201(a)-(b). Additionally, the
harm must also involve either a certain type of risk (either one that is “determined on an in-
dividualized basis” by a healthcare professional who knows the patient or one that arises from
data that is “misidentified or mismatched, corrupt. . . or erroneous”), serve as grounds for
denying access to protected health information under certain other named regulations, or be
part of an organizational policy or case-specific determination that meets certain criteria. Id.
§ 171.201(c), (d), (f).

87. Id. § 171.201(c).

88. Seeid. §§ 171.201-.202 (stating, in both exceptions, only that an “actor’s practice” which inter-
feres with the sharing of health information “will not be considered information blocking” if
the respective exception applies —meaning that the regulations excuse the actor for not shar-
ing in those circumstances, rather than require the actor to refrain from sharing); id.
§ 171.202(e) (stating that “an actor may elect not to provide access” to a patient’s health records
if certain conditions are satisfied) (emphasis added); 21st Century Cures Act, 84 Fed. Reg.
7424, 7527 (proposed March 4, 2019) (“[T]he HIPAA Privacy Rule permits health care pro-
viders to exchange [electronic protected health information] for treatment purposes, but does
not require them to do so. Under the information blocking provision, unless an exception to
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protective practices. Put a different way: a system that shares abortion records
with a patient’s new provider even over the patient’s express objection, or even with
knowledge that the information might be used to prosecute the patient, would not vio-
late any federal privacy rule. The legal pressure, in truth, pushes in the opposite
direction —toward erring on the side of sharing medical records within and
among other medical providers.®

Moreover, recent legislative histories give reason to be skeptical that all pro-
viders (especially hospitals, as opposed to small abortion clinics) will adopt par-
ticularly protective practices against this backdrop. For example, in Connecticut,
the state hospital association — wrongly implying that the initial bill would pro-
mote unlawful “information blocking” — specifically lobbied for statutory lan-
guage expressly clarifying that information could still be shared broadly.*® The
statute was subsequently amended to include a superfluous caveat that abortion
medical records can still be widely shared in the course of ordinary business.”!

B. Why Existing Privacy Law Is Cold Comfort

Beyond the Information-Blocking Rule, one might wonder if there are other
safeguards that would protect medical records from easily being obtained and
used against an abortion patient in litigation. The political discourse surround-
ing medical records could easily give the impression that those records are quite
private —after all, soaring rhetoric about the “sanctity” of such records

information blocking applies, or the interference is required by law, a primary care provider
would be required to exchange [electronic protected health information] with a specialist who
requests it to treat an individual who was a common patient of the provider and the special-
ist...."); see also 21st Century Cures Act, 85 Fed. Reg. 256432, 25845-46 (May 1, 2020) (cod-
ified at 45 C.ER. pts. 170, 171) (reiterating the same point in the final rule).

89. This is by design—the Information-Blocking Rule was motivated in part by a concern that
healthcare organizations were hiding behind privacy concerns in bad faith in order to hoard
patient information (which is valuable and also makes it more difficult for patients to seek
care elsewhere), at the cost of patient care. See Zubrzycki, supra note 16, at 536-37 (discussing
these dynamics).

90. HB 5414, An Act Concerning Protections for Persons Receiving And Providing Reproductive Health
Care Services in The State: Testimony of Conn. Hosp. Ass’n Submitted to the Jud. Comm., 2022
Leg., Reg. Sess. (Conn. 2022). The characterization was incorrect because, even had the Con-
necticut law expressly barred providers from sharing abortion-related information without
patient consent, that would not be in conflict with the Information-Blocking Rule, as that rule
expressly permits hospitals to adopt practices required by state law. Accordingly, there is no
preemption issue here.

91. Reproductive Freedom Defense Act, Pub. Act No. 22-19, § 2(c), 2022 Conn. Acts (Reg. Sess.)
(“Nothing in this section shall be construed to impede the lawful sharing of medical records
as permitted by state or federal law or the rules of the court . . . except in the case of a subpoena
commanding the production, copying or inspection of medical records relating to reproduc-
tive health care services . . . .”).
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abounds.®” Unfortunately, the positive law cannot bear the weight of such rhet-
oric. Based on a review of protections offered by HIPAA and the Fourth Amend-
ment, the answer is a resounding “probably not.”

1. HIPAA

HIPAA will not provide the needed protections against the interoperability
trap. HIPAA is famously misunderstood: while often referred to as a burden-
some bulwark for patient privacy,” in reality, it permits medical records to be
shared remarkably widely and without patient consent.”* Shortly after Dobbs
came down, HHS issued guidance “to help protect patients seeking reproductive
health care, as well as their providers.”®> While HHS stresses that “providers are
not required to disclose private medical information to third parties,”® and the
new guidance provides aggressive interpretations of some HIPAA provisions,®”
the agency’s guidance does not address the problem identified in this Essay be-
cause it does not address the flow of medical information between providers and
throughout the healthcare system itself.

To understand why HIPAA — even as aggressively interpreted by the HHS of
a Democratic administration —does not address the interoperability problems,

92. See, e.g., Remarks by the President on Medical Privacy, WHITE HOUSE OFE. PRESS SEC’Y (Oct. 29,
1999), https://clintonwhitehouse4.archives.gov/WH/New/html/19991029.html [https://
perma.cc/ZJF9-7WM3] (describing President Clinton referring to the “sanctity” of medical
records in discussion of HIPAA’s passage).

93. See, e.g., Jill McKeon, Common Misconceptions About HIPAA and COVID-19 Vaccination Status,
HeALTH IT SEC. (Aug. 24, 2021), https://healthitsecurity.com/news/common-miscon
ceptions-about-hipaa-and-covid-19-vaccination-status [https://perma.cc/XN8M-QPZT].

94. See, e.g., 45 C.ER. § 164.502(2)(1)-(4) (2022) (listing permitted and required disclosures of
protected health information); id. § 164.504 (allowing contracts with business associates of
covered entities to permit use and disclosure of protected health information for “proper man-
agement and administration” and for the carrying out of legal responsibilities); id. § 164.506
(c)(1)-(4) (allowing a covered entity to use or disclose protected health information for “its
own treatment, payment, or health care operations,” for “treatment activities of a health care
provider,” to “another covered entity or heath care provider for . . . payment activities,” or to
“another covered entity for health care operations of [that] entity” if both entities have had a
relationship with the patient).

95. HHS Issues Guidance to Protect Patient Privacy in Wake of Supreme Court Decision on Roe, U.S.
DEP’T HEALTH & HUM. SERVS. (June 29, 2022), https://www.hhs.gov/about/news/2022/06/
29/hhs-issues-guidance-to-protect-patient-privacy-in-wake-of-supreme-court-decision-
on-roe.html [https://perma.cc/4U9F-ZM8X].

96. Id.

97. HIPAA Privacy Rule and Disclosures of Information Relating to Reproductive Health Care, U.S.
Dep’T HEALTH & HUM. SERVS., https://www.hhs.gov/hipaa/for-professionals/privacy/
guidance/phi-reproductive-health/index.html [https://perma.cc/T79A-BZ4U].
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two sets of provisions within the HIPAA Privacy Rule (the key implementing
regulation) must be noted. First, the HIPAA Privacy Rule permits providers to
share medical records in most legal or administrative proceedings, including in
the investigative phase.’® Generally, covered entities may share information in
response to enforceable requests in the course of “any judicial or administrative
proceeding”®® or for “a law enforcement purpose” in response to warrants, sub-
poenas, summonses, or administrative requests.'®® While these provisions do
not allow providers to voluntarily hand information over to law enforcement ab-
sent a formal request, '%' there is no special protection for abortion-related infor-
mation. The rules vary depending on whether the subpoena was issued by a
judge (as opposed to an attorney or clerk of court), but the bottom line is that,
so long as certain protective measures are in place, HIPAA ordinarily permits
records to be handed over.'?

Second, the HIPAA Privacy Rule expressly permits patient records to be
shared whenever the sharing is for treatment purposes.'® While in many cir-
cumstances HIPAA requires sharing only the minimum necessary infor-
mation, '"** there is no such limiting principle when the general purpose is patient
care, in which case covered entities can share all of a patient’s personal health
information.'® Furthermore, as discussed above, the Information-Blocking
Rule effectively mandates sharing records among providers and information-
technology systems in most situations.'°® This means that if a new provider re-
quests records from a previous provider or seeks them from a centralized infor-
mation-technology system for retrieving interoperable records, there is no
HIPAA-based legal obstacle to sharing the records without further inquiry or

98. 45 C.ER. § 164.512(e)-(f) (2022).

99. Id. §164.512(e).

100. Id. § 164.512(f).

101. HIPAA Privacy Rule and Disclosures of Information Relating to Reproductive Health Care, U.S.

Dep’T HEALTH & HUM. SERVS., https://www.hhs.gov/hipaa/for-professionals/privacy/
guidance/phi-reproductive-health/index.html [https://perma.cc/T79A-BZ4U].

102. See 45 C.ER. §§ 164.512(c) (1) (ii), (e) (1) (ii)-(vi) (2022).

103. Id. § 164.506(a) (generally providing that unless a specific restriction applies, “a covered en-
tity may use or disclose protected health information for treatment, payment, or health care

operation”); id. § 164.506(c)(2) (“A covered entity may disclose protected health information
for treatment activities of a health care provider.”).

104. Id. § 164.502(b) (establishing the general applicability of the “minimum necessary” stand-
ard).

105. Id. §164.506(b)(2)(i) (explaining that the minimum-necessary standard does not apply to
“[d]isclosures to or requests by a health care provider for treatment”).

106. See supra note 70.
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steps. On the contrary, there are legal loopholes to jump through if a provider
wishes to impose protective policies. '’

The current safe-haven legislative efforts to protect medical records chiefly
target the disclosure of records in formal proceedings. Under such legislation,
covered entities in safe-haven states will be expressly barred from sharing the
relevant records in response to most subpoenas and similar formal requests aris-
ing from out-of-state litigation.'*® Such protections will be categorically insuffi-
cient, however, with regard to information shared outside of those circum-
stances — of which there is a great deal, given the actual details of HIPAA and the
new federal anti-information-blocking rules.

2. The Fourth Amendment

The Fourth Amendment’s prohibition on unreasonable searches and seizures
will also be of little assistance in protecting medical records from being easily
used against an abortion patient in litigation.'* Since the Fourth Amendment
applies only to government actors, it has no bearing on discovery efforts in the
vigilante-style civil lawsuits contemplated by Texas’s S.B. 8 and similar stat-
utes.''® Nor does it protect against vigilante (or intimidated) providers volun-
tarily transmitting records to law enforcement.''" If, for instance — referring back
to the hypothetical about Jane Doe —a Missouri doctor gave a prosecutor a record

107. See, e.g., 45 C.ER. § 171.200 (2022) (“A practice shall not be treated as information blocking
if the actor satisfies an exception to the information blocking provision . . . by meeting all ap-
plicable requirements and conditions of the exception at all relevant times.”).

108. See supra notes 59-65 and accompanying text.

109. The post-Roe world will bring enormous practical digital-privacy concerns to the fore that
extend far beyond medical records. For instance, as Professor Elizabeth Joh recently elabo-
rated, nearly every aspect of each person’s digital footprint (e.g., a Google search for abortion
facilities, cellphone location data) is vulnerable to being used against them in court. See Eliz-
abeth Joh, The Potential Overturn of Roe Shows Why We Need More Digital Privacy Protections,
SLATE (May 9, 2022), https://slate.com/technology/2022/05/roe-overturn-data-privacy-
laws.html [https://perma.cc/6NTA-7D59].

0. See supra notes 24-27 and accompanying text.

m. Under HHS’s recent guidance, however, such a vigilante provider would probably be violating
HIPAA. See HHS Issues Guidance to Protect Patient Privacy in Wake of Supreme Court Decision
on Roe, U.S. DEP'T HEALTH & HUM. SERVS. (June 29, 2022), https://www.hhs.gov/about/
news/2022/06/29 /hhs-issues-guidance-to-protect-patient-privacy-in-wake-of-supreme-
court-decision-on-roe.html [https://perma.cc/4U9F-ZM8X]; HIPAA Privacy Rule and
Disclosures of Information Relating to Reproductive Health Care, U.S. DEP’'T HEALTH & HuMm.
SERVS., https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/phi-reproductive-
health/index.html [https://perma.cc/T79A-BZ4U].
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of Jane Doe’s abortion in Connecticut, the Fourth Amendment would not pre-
vent those abortion records from being used in court.''?

Most importantly, even at its remedial maximum, the Fourth Amendment
requires only a warrant based on probable cause in order for law enforcement to
obtain records.'"® This means that even assuming that the Fourth Amendment
protects medical records at all—an assumption of arguable merit under existing
doctrine!'* —law enforcement could still obtain those records with relative ease,

n2. See United States v. Jacobsen, 466 U.S. 109, 113-15 (1984) (holding that the state’s use of in-
criminating evidence obtained by a private actor is categorically not a Fourth Amendment
search — even if the evidence was obtained with law enforcement in mind —as long as the pri-
vate actor was not acting as an agent of the state).

n3. U.S. ConsT. amend. IV (“The right of the people to be secure . .. against unreasonable
searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable
cause....).

n4. Historically, under the “third-party doctrine,” there is no expectation of privacy —and thus no
Fourth Amendment protections at all—for an individual’s records stored with third parties,
including, perhaps, medical records. See, e.g., Smith v. Maryland, 442 U.S. 735, 743-44 (1979)
(“This Court consistently has held that a person has no legitimate expectation of privacy in
information he voluntarily turns over to third parties.”); United States v. Miller, 425 U.S. 435,
440-47 (1976) (holding that bank records are not protected under the Fourth Amendment
because they are possessed by the bank); Carpenter v. United States, 138 S. Ct. 2206, 2261
(2018) (Gorsuch, J., dissenting) (noting that under the third-party doctrine, “the Constitu-
tion does nothing to limit investigators from searching records you’ve entrusted to your bank,
accountant, and maybe even your doctor”). While the Supreme Court has suggested that
medical records should get extra privacy protections, it has never clearly so held. One im-
portant indication that the Supreme Court might at least minimally protect medical records
comes from Justice Sotomayor’s concurrence in United States v. Jones, which held that the gov-
ernment installing a GPS tracking device on a car was a search triggering Fourth Amendment
scrutiny. 565 U.S. 400, 413 (2012). The concurrence focused on real-world privacy implica-
tions, such as a person’s “familial, political, professional, religious, and sexual associations,”
and included a quotation identifying “trips to the psychiatrist, the plastic surgeon, the abor-
tion clinic, [and] the AIDS treatment center” as key examples of sensitive information dis-
closed by GPS data. Id. at 415 (Sotomayor, J., concurring) (quoting People v. Weaver, 12
N.Y.3d 433, 441 (2009)).

In recent years, the Supreme Court has significantly cabined third-party doctrine with respect
to digital records. In Carpenter v. United States, the Court held that the third-party doctrine
did not apply to historical cell-site location data—meaning that, therefore, Fourth Amend-
ment protections did apply to those digital records held by third-party providers that could
essentially be used to track the details of individual’s movements for years. 138 S. Ct. at 2223.
Scholars have made serious arguments that Carpenter’s logic could be expanded to apply to
digital health information. See, e.g., Ryan Knox, Fourth Amendment Protections of Health Infor-
mation After Carpenter v. United States: The Devil’s in the Database, 45 AM. J. L. & MED. 331,
345-53 (2019) (discussing potential for using Carpenter to protect information contained in
digital health-information databases). To date, however, it has not been so expanded in juris-
prudence. See, e.g., Jolynn Dellinger & Stephanie Pell, The Impotence of the Fourth Amendment
in a Post-Roe World, LAWFARE (June 13, 2022), https://www.lawfareblog.com/impotence-
fourth-amendment-post-roe-world [https://perma.cc/VV9E-PJ58].
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as the probable-cause standard is not particularly burdensome.''® If, for in-
stance, Jane Doe’s ex-boyfriend or friend informed law enforcement that she had
expressed ambivalence about a pregnancy and then experienced a miscarriage,
that may well suffice as probable cause, especially if law enforcement conducted
an initial investigation in response.''® As others have explained in greater depth,
law enforcement might even be able to obtain a warrant based on data they pur-
chased from data brokers identifying in-state residents who had been in close
geographical proximity to an out-of-state abortion clinic or who had searched
for keywords related to abortion access.''” Once a judge issues a warrant, a med-
ical record could be powerful evidence.

hi. SOLUTIONS

To prevent records regarding in-state abortions from being used in litigation
against patients or those who help them, states must account for medical record
interoperability and a federal regime intended to promote records sharing (and
limit records withholding) among providers. To do otherwise could — by inad-
vertently luring out-of-state patients under a false sense of security —be worse
than doing nothing. Fortunately, a range of state and federal actors could inter-
vene to shield medical information. And even absent legal intervention, private
providers and other stakeholders could take steps to better protect records.
Given the dynamic nature of the problem and the potential medical stakes, de-
ciding which approaches to undertake will require careful contextual weighing
of competing policy goals. The goal of this short Essay is thus to canvas prom-
ising potential approaches, rather than to provide a comprehensive prescriptive
road map. What is clear is that, if the ultimate goal is to meaningfully protect
abortion seekers and providers, the status quo is not sufficient—action, of some
sort, is a must.

ns.  See, e.g., Andrew Manuel Crespo, Probable Cause Pluralism, 129 YALE L.J. 1276, 1279-88 (2020)
(arguing that an amorphous approach to the probable-cause standard provides little mean-
ingful protection for civil liberties); Kiel Brennan-Marquez, “Plausible Cause”: Explanatory
Standards in the Age of Powerful Machines, 70 VAND. L. REV. 1249, 1265-72 (2017) (arguing that
under Supreme Court jurisprudence, obtaining a warrant based on probable cause actually
requires merely plausible allegations, rather than anything approaching actual probability of
a criminal offense).

n6. Probable cause is a famously amorphous, “I know it when I see it” sort of standard. See, e.g.,
Crespo, supra note 115, at 1276.

n7. See Dellinger & Pell, supra note 114 (elaborating on the many ways that law enforcement can
establish probable cause, including, potentially, by obtaining geofencing data from entities
like Google or purchasing data from other data brokers).
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A. State Responses

States seeking to be safe havens for abortions and protect medical records
must take steps not only to prevent those records from being handed over di-
rectly to out-of-state abortion litigants, but also from being carelessly passed
over to actors in states where records would more easily be requisitioned.
HIPAA, happily, would not pose a barrier to state legislation along these lines; it
generally functions as a floor for privacy rights but expressly clarifies that states
may enact privacy rules that are more protective of individually identifiable med-
ical information.''® The federal Information-Blocking Rule likewise applies only
in the absence of more protective state laws. States, in short, have room to act.

The most effective legislative approach for states may be to prohibit elec-
tronic-health-record vendors and health-information exchanges from facilitat-
ing the transfer of abortion-related data across state lines. Aiming legislation at
this narrow group, rather than at most or all covered entities, might have a few
advantages. For one, it could make it easier to discern who is responsible for a
breach of the policy (rather than risk a situation where different actors — say,
abortion providers and health-information exchanges — can simply point fingers
at each other when abortion-related data is improperly transferred across state
lines). Moreover, it would include well-resourced and sophisticated actors (like
Epic Systems) that functionally exercise a huge influence over the overall elec-
tronic-health-record ecosystem.''® Finally, states could keep the legislation fo-
cused on the “what” — don’t let abortion-related records cross state lines — rather
than the details of “how” to adjust electronic-health-record systems to enable
that restriction. This shift in focus would put the onus for figuring out imple-
mentation details on those who are relatively better-positioned to weigh the fea-
sibility and tradeoffs of various approaches.

States could also impose prohibitions or requirements on providers, insur-
ers, and other covered entities. A potential drawback of this approach is that im-
posing requirements on a wide array of actors might lead to buck-passing and
finger-pointing in case of mistakes, reducing the clarity and power of incentives
imposed on one set of entities (e.g., vendors). But, it may be that requirements
on providers or others could be structured to minimize that risk. For instance, a

1n8. 45 C.ER. § 203(b) (2022).

n9. See Kat Jercich, Epic Still Leads EHR Choices Among Large Orgs, Says KLAS, HEALTHCAREIT
NEWS (Apr. 26, 2022, 10:09 AM), https://www.healthcareitnews.com/news/epic-still-leads-
ehr-choices-among-large-orgs-says-klas  [https://perma.cc/sSGWT-H7HR] (noting that
Epic has 32.9% of the market share in electronic health records for acute-care hospitals and
that their 2021 growth exceeded all other electronic-health-records vendors combined); see
also id. (observing that the top three vendors (Epic, Cerner, and Meditech) hold a combined
74% of the overall market share).
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statute could prohibit covered entities from disclosing any information pertain-
ing to an abortion to any health-information network or exchange, clearly laying
the obligation on whoever uploads the information. A more flexible approach,
and one that would potentially be less onerous on providers, would be to give
providers a choice: either use an electronic-health-record system that will not
transfer abortion records out-of-state except in specified circumstances, or use
paper records for abortion-related procedures. Providing this sort of systems-
level choice would provide better incentives for technology companies to create
such electronic-health-record systems in order to stay competitive, as well as re-
duce the burden on providers to avoid one-off mistakes. Given the enormous
burdens already on abortion providers, it is important to avoid adding any sig-
nificant hassle costs for providers if other approaches could be similarly effective.

Another state-level approach that would strike a less protective balance be-
tween litigation protection and patient-care concerns would be to simply impose
significant barriers to accessing abortion-related records. States could require,
for instance, that providers, insurers, and other actors only share abortion-re-
lated records after obtaining specific consent from a given patient. They could
likewise require that before obtaining that consent, providers give abortion pa-
tients a detailed explanation regarding how certain records could be used against
them if obtained in out-of-state litigation, which would at least enable those who
have obtained abortion services to exercise additional caution in seeking out-of-
state care. Additionally, states could require that both health-information-tech-
nology companies and providers ensure that information related to abortion be
segmented from other pieces of an electronic medical record and shared only
upon request by a patient or a provider who expressly verifies that the records
are necessary for an identified treatment purpose. States could extend similar
approaches to gender-affirming care records.

Under any approach, the precise level at which “abortion-related infor-
mation” should be defined for withholding or segmentation from other medical
information is a tough call, given potential tradeofts. The simplest approach, for
instance, would be requiring differential treatment for all reproductive records.
The problem, however, is that this segment of records could be materially rele-
vant to a wide array of other medical issues beyond abortion, from skincare treat-
ments to cardiac care, and other providers may reasonably request them as a
matter of course so frequently that the protection becomes vanishingly small in
practice. Accordingly, it might be preferable to segment for preferential treat-
ment only records pertaining to a pregnancy loss — or, even more specifically, to
the reasons and causes for a pregnancy loss (i.e., induced abortion versus spon-
taneous miscarriage). On the other hand, even the simple fact that a patient has
been treated by a certain provider or at a certain address might be enough to
plainly indicate that she received an abortion (e.g., if nonsegmented records
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indicate treatment at a clinic devoted exclusively to providing abortion ser-
vices) —meaning in some instances, even a list of providers or clinic addresses
would need to be segmented for this approach to be effective. Line-drawing
problems aside, under a segmenting approach, legislators could draft a law al-
lowing certain providers —for example, an obstetrician assessing the likely tra-
jectory of a patient’s labor or evaluating the patient’s causes of infertility — to re-
trieve more specific data upon the patient’s consent and/or an adequate
verification of urgent medical need, while the data would remain unavailable to
doctors who need only know that a patient had a prior pregnancy. Ultimately,
striking the right balance would require careful legislative consideration of com-
peting concerns.

State-level legislation has several advantages. Most importantly, it is politi-
cally feasible in some states, as demonstrated by the safe-harbor laws already in
effect. Furthermore, it can have ripple effects outside of the enacting state. In
practice, the impact of state privacy legislation would not necessarily be limited
to that state’s borders. Information-technology companies and other actors who
operate across state lines may respond by adopting practices that comply with
the most protective state laws, and successful protective regulation in one state
may well catalyze similar efforts in other states.'** Admittedly, this effect will
likely be reduced as enforcement of the information-blocking regime ramps up,
since companies will be allowed to enact protective practices only as required by
law or consistent with other exceptions to the prohibition on information block-
ing. Nevertheless, there should still be some practical cross-border effect to state
legislation imposing high barriers to accessing abortion-related records; the leg-
islation would create immediate incentives for vendors of electronic-health-rec-
ord systems and other information-technology companies to modify their inter-
faces to allow for tagging and segmenting these records by category or to create
the appropriate pop-ups requiring doctors to verify that abortion-related records
are necessary. Such technological changes could then enable doctors nationwide
to take protective steps to segment sensitive information even beyond whatever
is required in the jurisdiction where they practice —although to do so lawfully,
they will still need to comply with the Information-Blocking Rule.

Limiting the flow of medical information necessarily requires making some
difficult tradeoffs and careful legislative balancing; state legislators would have
to assess these solutions’ effects. Any approach that meaningfully restricts elec-
tronic access to abortion records could have deleterious effects on patient care in

120. This phenomenon is frequently referred to as the “California Effect,” and is widely thought to
be an important phenomenon in data-privacy protection. See, e.g., Anupam Chander, Margot
E. Kaminski & William McGeveran, Catalyzing Privacy Law, 10§ MINN. L. REV. 1733, 1742-44
(2021) (describing the history of that term); id. at 1781-92 (discussing the cross-jurisdictional
practical impact of California’s privacy legislation).
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some circumstances. For instance, it is not unusual for women to show up at a
hospital besides their own providers’ if labor and related complications occur
unexpectedly —and under those circumstances, medical records that include in-
formation about a past abortion may provide relevant information concerning
how to proceed with the patient’s medical care. That said, it may be that the fact
of an abortion itself (as opposed to the fact of a prior pregnancy that ended) is
ordinarily of little clinical relevance'*' —while the risk of prosecution looms
large. While patient care concerns must be weighed, they do not obviate the need
for action.

B. Federal Responses

Federal legislation analogous to these state approaches (for instance, requir-
ing the segmentation of pregnancy or abortion records), would be especially
powerful. As a practical matter, however, given the composition and dynamics
of the current Congress, such legislation seems unlikely; the most serious op-
portunities to protect abortion rights through creative legislation right now lie
in states. That said, there are a number of actions that the federal government
could potentially take to bolster the effectiveness of state safe-haven efforts.

HHS should consider amending the HIPAA Privacy Rule or, at least, the In-
formation-Blocking Rule, to enhance protections for abortion records.'* The
most patient-protective response would be to amend HIPAA’s Privacy Rule. For
instance, HHS could amend the Privacy Rule to require obtaining specific con-
sent before sharing records pertaining to abortion-related care, as the regulations
currently require for psychotherapy notes.'** This would mandate more privacy
and patient input for sensitive care that, if disclosed, could lead to prosecution.
Aless aggressive, but still helpful, approach would be to amend the Information-
Blocking Rule to expressly protect hospital policies that are tailored to protect
information related to abortion procedures. An amendment like this to the In-
formation-Blocking Rule would not lead to any penalties for providers that did
share such information. But it would at least offer a well-lit path for providers
who wish to enact protective policies to keep a tight lid on highly sensitive, po-
litically contested medical information. It would also undermine any specious
argument that federal law prevents providers from doing so. Amending the
HIPAA Privacy Rule or the Information-Blocking Rule would not be entirely

121. This is the author’s understanding from conversations with practitioners, but the extent of
the risk is the sort of thing that must be assessed and weighed in the course of the legislation
process.

122. Such amendments could also cover records relating to gender-affirming care.
123. 45 C.ER. § 164.508(2)(2) (2022).
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simple, though. Such amendments would likely require notice-and-comment
rulemaking, which can be burdensome, but would also help the agency fully un-
derstand the costs and benefits of various approaches. They would also invite
challenges about the scope of HHS’s authority, especially given the litigiousness
that just about any issue involving abortion seems to invite.

Notwithstanding barriers to their implementation, federal approaches
would have the advantage of applying to all medical records, even in states that
are not angling to be abortion safe havens. That said, neither amending the
HIPAA Privacy Rule nor amending the Information-Blocking Rule would pre-
vent providers or covered entities from disclosing information to law enforce-
ment officials or in other formal proceedings (beyond those restrictions cur-
rently in place). Rather, these approaches would reduce the likelihood of
information about politicized forms of medical care percolating freely within the
medical information ecosystem, between providers, and across state lines. In a
world of motivated abortion-bounty hunters, reducing the number of hands that
can touch sensitive records is a goal worth pursuing. Federal changes would ac-
cordingly bolster the effectiveness of state safe-haven attempts to prevent abor-
tion-related records from finding their way into prosecutions or other litigation.

C. Private Responses

Even absent HHS rulemaking or state legislation, providers interested in
protecting themselves and their patients should implement policies consistent
with the Information-Blocking Rule’s privacy exception. Notably, such efforts
would not be necessary if a state imposed more privacy protective laws because
the information-blocking regulations contain an exemption for protective state
laws.'** However, because states may or may not act quickly enough, providers
themselves should act. For the time being, there is no actual enforcement of in-
formation-blocking provisions against providers'*® —but it would nevertheless
be a mistake for providers to overlook the practical impact that the information-
blocking regime has on the technological ecosystem they are operating in. Pa-
tient data now travels farther than many clinicians may realize.

To deal with this ecosystem, providers could potentially adopt a policy re-
quiring that medical information pertaining to an abortion, miscarriage, or still-
birth'?® be released only after the patient has provided specific written consent

124. Id. § 171.103(a)(1) (defining information blocking to exclude practices required by law).
125.  See supra note 76.

126. In a politicized environment where abortion is increasingly prosecuted, women may have
good reason to fear that records related to miscarriages or stillbirths will be used in an effort
to argue that they in fact obtained an abortion. See, e.g., Michelle Oberman, Abortion Bans,
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and has been told verbally about the risk that, if shared, the records may end up
in the hands of providers in states where abortion is illegal. To be sure not to run
afoul of the Information-Blocking Rule, providers’ compliance teams would
need to ensure that any consent requirement is not too onerous, that they at-
tempt to follow up when patients try to later consent to sharing the information,
and that the consent requirement is consistently implemented in practice.'?’
Motivated and resourced providers may well be able to meet these requirements,
but it is far from clear that voluntarily protecting patients from litigation threats
will be a priority for hospital systems dealing with many demands. Smaller abor-
tion clinics, conversely, may be highly motivated to protect patient privacy but
may lack the resources to keep abreast of exactly how their patients’ data is mov-
ing through the newly emerging technological ecosystem.

Other, less formal, approaches by private actors could also be helpful. Pro-
viders could make it more difficult to use medical records against patients by
being mindful of the information included in a record — for instance, using a sin-
gle code within a medical record for all pregnancy losses rather than distinguish-
ing between “elective” or “induced” or “spontaneous” abortions, or being mind-
ful not to enter extraneous data regarding the reasons for a patient’s loss unless
plainly medically relevant. By making information in medical records more gen-
eral, providers could make it more difficult to review a record and use it in abor-
tion-related prosecution. Along similar lines, even if not required by law, elec-
tronic-health-record vendors and other health-information-technology
companies should make it possible to meaningfully segment especially sensitive
information pertaining to abortion so that providers can, as a practical matter,
take that step.

On the more extreme end of self-help measures, to fully protect their pa-
tients, providers should be sure that they understand exactly how far the infor-
mation in their electronic records systems can travel —and if the answer is “too
far,” they should consider whether electronic records are necessary to their prac-
tice at all, at least with respect to patients traveling from out of state. The Infor-
mation-Blocking Rule does not apply to paper records. For providers with many
out-of-state patients, and in settings where the mere fact that a patient was
treated at a particular clinic or by a particular provider would be enough to
plainly indicate that the patient had sought an abortion, the benefits of electronic
health records may not outweigh their costs.

These proposed state, federal, and private approaches all come with
tradeoffs. The Information-Blocking Rule was implemented in the first place

Doctors, and the Criminalization of Patients, 48 HASTINGS CTR. REP. 5, 5-6 (2018) (discussing
how “prosecutions of pregnant women for behavior thought to harm the fetus are increasing”
and the implications for doctors).

127. See supra Section ILA.
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due to the beliefs that strong regulations were needed to make it easier for pa-
tients to obtain care across providers without enormous hassle and that anything
that further fragments and complicates the medical-information ecosystem hin-
ders patient care in other contexts —including and perhaps especially in obstetric
care, where the details of prior pregnancies’ trajectories may be especially im-
portant. This burden of the additional complexity would then be disproportion-
ately borne by those who have received abortions, who are themselves dispro-
portionately likely to come from communities who are marginalized across other
dimensions."*® In an era in which medical procedures are legal in one state but
actively and aggressively persecuted in others, however, such hassle may be an
inevitable cost that we must be willing to pay to preserve both patient autonomy
and meaningful access to targeted forms of medical care.

CONCLUSION

Much about the post-Roe world remains uncertain. A decade from now, the
legal landscape might be straightforward. Perhaps the courts or Congress will
establish clear limitations on states’ abilities to interfere with interstate travel to
receive or perform abortions, or various states will simply stick to forbidding in-
state doctors from performing abortions in different circumstances, and those
who can afford and manage the logistics will be able to travel freely and legally
out of state with little interference. But it may also be that in at least some states
or localities, those who receive an abortion anywhere will remain under threat of
persecution, whether by bounty-hunting neighbors or by law enforcement. In
the meantime, zealous legislators, municipalities, prosecutors, and activists will
continue to use creative tools to punish and prevent abortions, including, in all
likelihood, those that cross state lines. Against that backdrop, both patients and
providers should better understand the stakes of what gets entered into and who
can access their medical records.

In the long run, the right balance between privacy protections and the free
tflow of medical information will depend on the landscape of abortion rights —
for example, if those who seek legal abortions in one state may be prosecuted for
murder in another, safe-haven states will need to take a much more extreme ap-
proach than they would in a world where there is no such risk. In these uncertain
times, though, we cannot ignore the baseline problem. At minimum, those who
seek to protect abortions should minimize the easy availability of related medical

128. See, e.g., Christine Dehlendorf, Lisa H. Harris & Tracy A. Weitz, Disparities in Abortion Rates:
A Public Health Approach, 103 AM. J. PUB. HEALTH 1772 (2013) (discussing causes of compara-
tively higher abortion rates among women of lower socioeconomic status and women of
color).
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records. The inescapable fact remains: (1) when medical care is politicized and
persecuted in some parts of the country; (2) records related to that care need
extra protection; (3) if access is to be preserved elsewhere. Right now, those who
favor abortion rights have insufficiently appreciated what meaningfully protect-
ing records looks like and thus cannot ensure access to abortion care.

Allowing abortion-related records to flow freely through an interconnected
technological ecosystem risks harassment, litigation, and devastation for pa-
tients and providers. If states wish to protect patients’ in-state records from be-
ing used against those patients, they must account for the widespread sharing of
medical information across the country. Others —such as providers or HHS —
who wish to protect those who receive or provide politicized care should also act
to mitigate the risks. And at an absolute minimum, patients receiving reproduc-
tive healthcare must be made aware of the risks posed by the emerging ecosystem
of interoperable records. To permit people to receive care under the illusion that
their records cannot come back to harm them would be a grave injustice.
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